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The ever-increasing complexity of modern power grids makes them vulnerable to cyber and/or physical
attacks. To protect them, accurate attack detection is essential. A challenging scenario is that a localized
attack has occurred on a specific transmission line but only a small number of transmission lines elsewhere
can be monitored. That is, full state observation of the whole power grid is not feasible, so attack detection
and state estimation need to be done with only limited, partial state observations. We articulate a machine-
learning framework to address this problem, where the necessity to deal with sequential time-series data
with dynamical memories and to avoid a vanishing gradient has led us to choose the long short-term
memory (LSTM) architecture. Leveraging the inherent capabilities of LSTM to handle sequential data
and capture temporal dependencies, we demonstrate, using three benchmark power-grid networks, that
the complete dynamical state of the whole power grid can be faithfully reconstructed and the attack can
be accurately localized from limited, partial state observations even in the presence of noise. The per-
formance improves as more observations become available. Further justification for using the LSTM is
provided by our comparing its performance with that of alternative machine-learning architectures such as
feedforward neural networks and random forest. Despite the gigantic existing literature on applications of
LSTM to power grids, to our knowledge, the problem of locating an attack and estimating the state from
limited observations had not been addressed before our work. The method developed can potentially be
generalized to broad complex cyber-physical systems.
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I. INTRODUCTION

In complex physical systems consisting of many inter-
connected components, localized disturbances disrupting
or even disabling the system functioning such as random
perturbations or intentional attacks are expected to occur
from time to time. An example is the modern power grids,
a class of cyber-physical systems that contain a physi-
cal component with transformers and generators as well
as a cyber component with sensors, control systems, and
communication networks [1,2]. In a power grid, random
disturbances can occur but they are typically local, so are
intentional attacks that often target some particular trans-
mission lines or generating stations. Because of the scale
of the system, a full state observation is often not feasible
because it is practically impossible to observe or monitor
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all the dynamical variables. What is possible is limited,
often quite limited, partial state observations. When a ran-
dom disturbance or an attack occurs at a location or on
a part of the system that does not contain any dynamical
variables under direct observation, how can the distur-
bance or attack be accurately detected and located from
partial state observations of a small number of dynamical
variables elsewhere?

The problem of detecting and locating the source of dis-
turbance based on partial state observations elsewhere is
challenging, even when the governing equations of the sys-
tem are available. Suppose the system is described by a
set of nonlinear differential equations of the form dX/dt =
F(X̄, xD, xO), where X is the full state vector, xD is the
set of disturbed variables, xO is the set of variables under
observation, and X̄ denotes the set of variables in X exclud-
ing xD and xO. We assume that the vectors xD and xO are
distinct and do not overlap with each other, and that their
dimensions are much smaller than that of X, as the dis-
turbance is assumed to be localized and the observation is
partial and limited. The problem of locating xD from par-
tial state observations can be stated as follows. Suppose
a change in xO has been observed: xO → xO + �xO. Can
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xD be inferred from �xO? If the vector field F(X̄, xD, xO)

is nonlinear, this is, in general, not possible in a traditional
sense. One may attempt to build up a disturbance-of-attack
“library” that lists all possible �xO when xD is disturbed,
but this is not feasible either, especially when the system
is large or high-dimensional. In real-world applications,
the governing equations are usually not available. In this
case, inferring xD from �xO needs to be done in a fully
data-driven manner: on the basis of only on the time series
xO, how can xD be inferred? To our knowledge, this is a
challenging problem with no conventional solution.

In recent years, data-driven approaches to reconstruct-
ing the unknown topology of complex networks have been
developed [3–10]. However, the problem to be addressed
in this paper is not reconstructing complex-network topol-
ogy, but rather, is detecting and locating attacks on power-
grid networks using limited partial state observations. Here
we present a machine learning–based approach to detect-
ing and locating the source of disturbance or attack as well
as state estimation from partial state observations. A basic
question is what neural-network architecture is suitable
for this problem. Our choice is long short-term memory
(LSTM) [11] neural networks, a class of recurrent neu-
ral networks (RNNs) [12–14]. There are two reasons for
this choice. First, we assume that observation of some
dynamical variables of the physical system of interest,
e.g., a power grid, will generate sequential time-series
data. RNNs are fundamentally designed to handle such
data. Differing from feedforward neural networks (FNNs),
RNNs have loops in their architecture that allow informa-
tion to be passed from one step in the sequence to the
next, allowing them to capture the temporal dependen-
cies in the data. This virtue makes RNNs well suited for
tasks such as speech recognition [15,16], natural language
processing [17–19], time-series forecasting [20–29], and
signal processing and filtering [30–32]. Second, a common
difficulty with RNNs is vanishing gradients. When this
occurs, the network can no longer learn the time depen-
dencies in the data, presenting a difficulty for our problem
of detecting and locating disturbances. The requirement is
then that the neural-network architecture maintain its abil-
ity to capture the time dependencies in time. LSTM neural
networks are designed to mitigate the issue of vanishing
gradients. This is achieved by a complex cell structure
that allows the neural networks to selectively forget or
remember previous inputs, allowing them to capture the
long-term dependencies without encountering the problem
of vanishing gradients. Overall, LSTMs can be particu-
larly effective in capturing the long-term dependencies in
the network data, allowing them to detect subtle changes
in the network behavior that may be indicative of a dis-
turbance or an attack. We emphasize that the aim of this
work is the development of a machine-learning framework
for detecting attacks and estimating states from partial

observations, rather than outperforming the state-of-the-
art machine-learning methods for tasks such as regression,
classification, and network reconstruction.

To describe our work in a concrete setting, we focus on
a major class of cyber-physical systems—power grids. In
the modern world, the ability to better monitor and control
the power generating, transmission, and distribution sys-
tems is important. To prevent failures, especially cascading
grid failures caused by attacks [33], continuous tracking of
the physical health of the grid components such as trans-
formers [34,35] and energy usage [36] is necessary. Power
grids are vulnerable to both cyber and physical attacks. An
example of cyber attacks on the power grid is malicious
actors attempting to penetrate and disrupt the digital sys-
tems that control the flow of electricity [37], which can
be done through various means, such as phishing [38,39],
malware [40,41], or denial-of-service attacks [42–44]. (A
known incident was the 2015 Ukrainian power grid attack,
in which hackers were able to infiltrate the digital sys-
tems of several energy companies and shut down power to
225 000 people [41,45,46].) Physical attacks on the power
grid involve the destruction or damage of power lines,
transformers, and substations [47,48]. (A previous incident
of physical attacks was the 2013 Metcalf sniper attack,
where unknown assailants damaged 17 transformers at
a California substation, causing $15 million in damage
and nearly resulting in a power outage [49–51].) With
the rise of digital technology and the increasing intercon-
nectedness of the power grids, the threat of cyber and
physical attacks has been increasing, making the problem
of detecting and locating attacks of critical importance.

In recent years, there has been growing interest in using
machine learning to improve attack detection for power
grids [52,53], which enables large volumes of data from
physical and digital sources to be analyzed to identify pat-
terns and anomalies that are indicative of an attack. For
example, power usage data can be analyzed to identify
unusual spikes or drops in demand that may be due to
a cyber attack or physical disruption, and network traf-
fic data can be monitored to identify unusual behavior
patterns, such as a sudden influx of traffic from some
unexpected sources [54–56]. Machine learning can also be
used to automate responses to potential attacks, such as
isolating compromised systems or shutting down critical
infrastructure to prevent damage. In addition, machine-
learning tools can be used to predict the occurrence of
faults, thereby helping utility companies to address prob-
lems such as inefficient electricity inspection and irregular
power consumption [57,58]. Of particular relevance to
our work is the use of RNNs and LSTMs in applications
such as power demand forecasting, anomaly detection, and
attack detection. For example, RNNs and LSTMs were
used to analyze historical power usage data and forecast
future load demand, allowing utility companies to better
manage their resources and avoid blackouts [59–61]. The
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LSTM-based frameworks can be used to detect anoma-
lies in power usage data that are indicative of a fault or
an attack [62–65]. For attack detection, RNNs and LSTMs
were also used to analyze network traffic and system logs
for signs of cyber attacks on the power grid, based on iden-
tifying patterns such as unusual data transfers or attempts
to access restricted areas of the network [66].

Furthermore, previous studies exploited machine learn-
ing to detect the exact locations of attacks on power grids.
For instance, convolutional neural network–based frame-
works were proposed for localizing false data injection
attacks [67–70]. Alternative machine-learning frameworks
such as graph neural networks [71] and traditional support
vector machines and random forest [72] with demonstrated
performance of localizing attacks were also investigated.
In these studies, full state observation was required. Our
work relaxes this constraint by demonstrating that accurate
attack detection and localization can be achieved even with
quite limited state observation, i.e., partial state observa-
tion. This brings machine learning–based attack detection
and localization a step closer to real-world implementa-
tions.

We train the LSTM networks on historical power-grid
data so as to learn the underlying dynamical patterns and
trends in the data. This allows us to reconstruct the full
state from partial observations and identify the source of
disturbances. We perform a robustness analysis by eval-
uating the performance under different levels of partial
observations, demonstrating the ability to detect attacks
accurately even when the observed data are quite lim-
ited. This is particularly important as power-grid data
may be incomplete for various reasons, including techni-
cal limitations and deliberate efforts by attackers to hide
their activities. Three benchmark systems of distinct scales
are used in our study: one RTE 14-bus system and two
IEEE 118-bus systems. The results suggest that our LSTM
framework is capable of accurately detecting and locat-
ing attacks, with the potential to enhance the security and
resilience of power grids against attacks.

In Sec. II, we describe in detail our LSTM method for
detecting and locating disturbances. As our benchmark
systems are power grids, a real power grid simulation plat-
form is needed. We use the Grid2Op (“grid to operate”)
platform, which is also described in Sec. II. Section III
presents the simulation scenarios, data preprocessíng, and
detection results. A discussion and future perspectives are
provided in Sec. IV.

II. METHODS

The working principle of our machine learning–based
attack detector is outlined as follows. Consider an attack on
a power grid, as indicated by the dashed black line (line 13)
in Fig. 1. The goal is to ascertain the presence of an attack
and identify the specific line attacked by monitoring the

capacity indicator ρ of a few randomly selected lines, e.g.,
lines 3, 5, 15, and 17, as indicated by the light blue–shaded
line segments, where ρ is defined as the observed current
flow divided by the thermal limit of the line. The input to
the neural-network architecture includes current and his-
torical information from these lines. The goal of training
is for the neural network to produce the attack informa-
tion. In addition to attack detection, the machine can be
trained to perform full state estimation of the power-grid
system based on partial observation by generating, for all
the transmission lines in the power grid, the capacity indi-
cator ρ or the power flow indicator por (the active power
flow at the origin end of each power line).

To illustrate our machine-learning framework, we use
three benchmark power grids: “l2rpn_case14_sandbox,”
“l2rpn_wcci_2022,” and “l2rpn_idf_2023.” The first com-
prises 14 substations and 20 transmission lines [shown in
Fig. 1(a)], while the second and third have 118 substations
and 186 lines (described in Appendix A). We focus our
analysis on the first in the main text, and present the results
for the other two in Appendixes A, D, and E. Figure 1(a)
presents a snapshot of an attack. Partial state observations
consist of the monitoring of the current flows in four spe-
cific lines (lines 3, 5, 15, and 17), which are randomly
selected. Figure 1(b) exemplifies an input configuration for
the machine-learning framework, where each power line
has a sequence length of 5, encompassing the current and
historical observations. The machine-learning framework
combines LSTM with fully connected neural networks, as
shown in Fig. 1(c). Assume that an attack has occurred on
line 13, which is not a line under observation. The task of
attack detection is illustrated in Fig. 1(d). In addition, the
framework can also perform full state estimation, as indi-
cated in Fig. 1(e). It is worth noting that attack detection is
essentially a classification-type task, while state estimation
is a regression-type task. By modification of the activa-
tion function and the number of nodes in the last layer of
the LSTM architecture as well as the use of different loss
functions during training, the framework can perform both
classification and regression tasks.

To provide a comprehensive picture of our articulated
machine-learning framework for detecting attacks on a
power grid, we present detailed descriptions of the fol-
lowing three components: (1) Grid2Op, a tool used for
simulating realistic power-grid dynamics; (2) the proposed
machine-learning architecture, and (3) the data-analysis
method.

A. Power-grid simulation

Figure 1(a) displays a power grid, a complex sys-
tem consisting of various interconnected components,
including power transmission lines, loads (e.g., cities or
industries), and generators (e.g., power plants), which
are represented by lines, yellow triangles, and green
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(a)

(b) (c) (d)

(e)

or

power line

FIG. 1. Working principle of the proposed machine learning-based attack-detection and state-estimation framework. (a) A snapshot
of a benchmark power grid. Partial state observations consist of monitoring the current flows in four specific transmission lines: 3, 5,
15, and 17, as indicated by the light blue–shaded line segments. An attack has occurred on line 13. The objective is to detect the attack
and identify the specific line attacked on the basis solely of the partial state observations. (b) The input configuration of the machine
learning–based attack detector, where the input from each transmission line under observation consists of the current capacity ρ at
the current time step and the previous four time steps. (c) The structure of the machine-learning framework, which combines LSTM
layers and fully connected neural networks. By adjustment of the activation function or the target variables, the framework can be
adapted to the tasks of attack detection and full state estimation, as demonstrated in (d),(e), respectively. (d) An example of attack
detection, where the machine-learning framework accurately detects the occurrence and location of the attack. (e) An example of state
estimation, where the framework outputs the full scope of the current capacity ρ and the power flow indicator of the entire power grid.

pentagons, respectively. Substations serving as the connec-
tion points between these objects are represented by blue
circles. Each substation features several switches (depicted
as red balls) that enable the interconnections.

Grid2Op is a state-of-the-art platform [73] for sim-
ulating the power-grid dynamics. It is an open-source,
PYTHON-based platform designed to simulate and opti-
mize power-grid operations, and offers capabilities such
as simulating attacks on a power grid, modifying gener-
ator set points, performing maintenance operations, and
addressing security issues by modifying the power grid’s

topology. Grid2Op is built upon an object-oriented frame-
work, which encapsulates the underlying dynamics and
constraints of the power grid within distinct modules.
In particular, Grid2Op comprises four primary modules:
Environment, Agent, Runner, and Backend. The Envi-
ronment module encapsulates the state and dynamics
of the power grid, adhering to the OpenAI Gym [74]
interface to ensure compatibility with a wide range of
reinforcement-learning algorithms. It provides extensive
customization options, enabling key parameters such as
the grid topology, load profiles, generation profiles, and
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contingency scenarios to be specified. The Agent mod-
ule includes the decision-making process used by the
reinforcement-learning algorithm. Grid2Op offers several
preimplemented agents, such as DoNothingAgent, Ran-
domAgent, and RecoPowerlineAgent. In our work, we
choose RecoPowerlineAgent, which enables power lines
to be reconnected or disconnected immediately after
an attack. The Runner module manages the interaction
between Agent and Environment, overseeing the execu-
tion of the simulation and collecting performance metrics.
Finally, the Backend module serves as the foundation for
power flow computations, ensuring the accuracy and reli-
ability of the simulation results. It also provides flexibility
to integrate alternative power-system analysis frameworks.

The Grid2Op framework is derived from the “Learning
to run a power network” (L2RPN) challenge—a series of
competitions aimed at modeling and developing realistic
power-network environments [75]. The primary objective
of the L2RPN challenge is to control the power-grid net-
work and ensure a stable electricity supply to consumers,
while avoiding blackouts. In reality, blackouts caused by
cascading failures of overloaded lines can result in power
loss for consumers and potentially lead to secondary dis-
asters in cities. During the L2RPN challenge, participat-
ing agents have access to complete information about
the power network’s state at each step, including power
line flows, electricity consumption and production at each
location, power line status, and other relevant parameters.

The focus of our work is attack detection and state esti-
mation in the realistic scenario where only partial informa-
tion about the power lines’ capacity indicators is available
with the system states including the electricity consump-
tion and production associated with each power line. To
achieve these goals, we simulate the Grid2Op framework
as follows. Each benchmark power grid contains multi-
ple “chronics”—time-series datasets simulating real-world
power-grid conditions, which include active load con-
sumption and generator voltage set points. The chronics
make it feasible to simulate real-world power-grid flows
and introduce disturbances to mimic attack scenarios.
Specifically, each chronic provides data to modify the input
parameters of the power flow over an extended period. The
length of the time-series data differs across different power
grids. In our study, the numbers of chronics for the small
and two large benchmark power grids are 1004, 1662,
and 832, respectively. Before the simulation, we randomly
divide the thousands of chronics into three sets: training,
validation, and testing, with proportions of 60%, 20%, and
20%, respectively. In the simulation, the time resolution is
set to 5 min, and the simulation continues until either the
chronics are run out or a game-over condition is triggered.
The game-over condition is reached if the total electricity
demand cannot be met, indicating that some consumption
is lost at a substation. Within the simulation environment,
both the opponent (RandomLineOpponent) and the agent

(RecoPowerlineAgent) operate. The opponent randomly
receives a budget at each time step, which it can use to
conduct attacks (disconnect power lines) for a certain num-
ber of time steps. After an attack, the opponent enters a
cooldown period, during which it cannot conduct further
attacks. In the meantime, the agent attempts to reconnect
any disconnected power lines immediately after an attack
[76]. To generate power-grid simulation data, we conduct
50 runs of each training chronics for training purposes,
and 20 runs of the validation and testing chronics, respec-
tively. We collect observations during these simulation
runs to obtain comprehensive datasets for training, validat-
ing, and evaluating our proposed machine learning–based
framework.

B. Machine-learning frameworks

We briefly describe the three machine-learning meth-
ods used in our study, while leaving certain details to
Appendix B.

1. Long short-term memory

LSTM is a specialized type of RNN, which is effec-
tive in capturing the long-term dependencies in sequential
data. Initially introduced in 1997 [11], LSTM addresses
the challenges faced by traditional RNNs in capturing
long-range dependencies due to issues such as vanish-
ing or exploding gradients. Since then, LSTMs have
demonstrated remarkable success in time-series forecast-
ing, natural language processing, speech recognition, and
image segmentation, among other applications [77,78]. An
LSTM network consists of interconnected LSTM cells that
process the sequential input data, with each cell designed
to selectively retain or update information on the basis of
the temporal patterns in the input, as shown in Fig. 2(a).

The LSTM component learns to represent the current
and previous information, which is then passed through a
decoder. In our work, the decoder is a feedforward neural
network. Modification of the configuration of the last layer
and selection of appropriate loss functions are necessary
so that the LSTM framework is capable of dealing with
different tasks.

2. Random forest

Random forest is an ensemble learning technique for
classification and regression tasks with robustness, scala-
bility, and high predictive accuracy. It was introduced as
an extension of the decision-tree method to overcome the
limitations associated with individual decision trees, such
as overfitting and sensitivity to minor changes in training
data [79]. The random forest algorithm operates by con-
structing multiple decision trees during the training phase
and aggregating their predictions to produce the final out-
put. As illustrated in Fig. 2(b), the input of random forest
is denoted as xt. During the training phase, a total of N
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FIG. 2. Machine-learning frameworks tested in our study: (a) LSTM, (b) random forest, and (c) a feedforward neural network.

decision trees are constructed, with each tree trained on a
different bootstrap sample obtained by random sampling of
the training data with replacement.

While random forest offers advantages such as feature
importance evaluation, noise resistance, and handling of
missing data [80], it may not be suitable for all types of
problems. In our work, we observe that LSTM outper-
forms random forest in certain scenarios, primarily due to
LSTM’s ability to capture the long-range temporal depen-
dencies in sequential data. Unlike random forest, LSTM
takes into account historical information, making it more
effective in modeling complex, high-dimensional, and non-
linear relationships among the features. Particularly for
high-dimensional datasets, random forest may suffer from
overfitting or failure to converge. Overall, while random
forest is a feasible machine-learning algorithm for attack
detection and state estimate, its suitability depends on the
specific characteristics of the problem and the nature of the
data. Our results (presented below) emphasize the impor-
tance of selecting the most appropriate machine-learning

framework on the basis of the given problem’s character-
istics and data properties.

3. Feedforward neural networks

FNNs are widely used for machine-learning problems
such as classification and regression. An FNN consists of
interconnected layers of nodes, each receiving input from
the previous layer, processing the information, and passing
it forward to the subsequent layer. Figure 2(c) illustrates a
typical FNN architecture: input layers (purple nodes), out-
put layers (orange nodes), and hidden layers (blue nodes)
that learn to extract and represent essential features from
the input data. The input to the FNN is denoted as xt,
and the number of output nodes varies depending on the
specific task. The architecture in Fig. 2(c) applies to both
classification and regression tasks.

We compare the performances of the LSTM and FNN
frameworks. To ensure a fair comparison, we construct
the FNN framework with the same number of nodes and

013003-6



DETECTING ATTACKS AND ESTIMATING STATES. . . PRX ENERGY 4, 013003 (2025)

(a) (b)

(c) (d)

FIG. 3. Attack detection for the small power grid l2rpn_case14_sandbox. (a),(b) Attack occurrence detection—a binary classifica-
tion problem in which the machine-learning framework determines if there is an attack on the power grid. (c),(d) Attack location
detection—a multiclass classification problem in which the machine determines if an attack has occurred and, if so, identifies the
specific transmission line under attack. The degree of partial state observations (the fraction of the number of transmission lines mon-
itored), denoted as Po, is set to 0.3, so the dimension of the input vector is 20 × 0.3 = 6. The relationship between the output and two
input features ρ1 and ρ2, among the six total inputs, is displayed in (a),(c). The machine needs to find the complex nonlinear relation-
ship in the high-dimensional space to make satisfactory classifications. The confusion matrices in (b),(d) compare the true labels with
the predicted labels obtained.

layers as in the LSTM framework by replacing several
feedforward layers in the FNN with LSTM layers. Despite
the similarities in the architectures and other settings, our
experiments show that the LSTM framework consistently
outperforms the FNN framework. This superiority can
be attributed to the LSTM’s ability to capture temporal
dependencies in sequential data, whereas FNNs lack this
capability as they do not inherently model the temporal
relationships among the data points.

III. RESULTS

A. Experimental setup

Our data are from power-grid simulations on the
Grid2Op platform. In particular, to obtain sufficient
datasets for training, validation, and testing, we divide
the thousands of chronics into the respective datasets and
restart the simulations multiple times, with each simula-
tion randomly selecting a chronic The opponent in the

simulation is RandomLineOpponent, which attempts to
disconnect power lines using its allocated budgets. The
opponent’s initial budget is set to 0 and increases by 0.8 for
each step. A higher budget makes the opponent more likely
to attack. In each simulation, the attack duration and the
cooldown time, which represent the duration of each attack
and the minimum time between two attacks, respectively,
are generated independently and uniformly within the
range [1, 6]. We assume that all power lines in the grid are
susceptible to attacks and, after an attack, the power lines
are reconnected immediately by RecoPowerlineAgent.

We conduct the simulation of the machine-learning
frameworks on three computers equipped with a GeForce
RTX 4090 GPU and a 13th generation Intel Core i9-
13900KS CPU using PYTHON. The simulation param-
eters and data preprocessing are as follows. Within
a “length” (the total length of temporal evolution),
attacks may or may not occur. For the benchmark grid
l2rpn_case14_sandbox, the total lengths of the training,
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(a) (b)

(c) (d)

FIG. 4. State estimation for the small power grid l2rpn_case14_sandbox. (a),(b) Estimation of ρ: the machine-learning method
predicts the ρ values of all the power lines on the basis of partial observation of ρ. (c),(d) State estimation for por, where the machine
predicts the por values of all power lines on the basis of partial observations of ρ. In (a),(c) segment examples of the real and predicted
values are presented, while in (b),d) regression results by comparison of the true and predicted values of a specific transmission line
are shown. The degree of partial state observations Po = 0.3. The dimension of the input vector is 20 × 0.3 = 6.

validation, and testing datasets are 556 208, 76 167, and
78 251 time steps, respectively. Within time steps 311 157,
38 089, and 38 801 for training, validation, and test-
ing, respectively, the power grid is under attack. For
l2rpn_wcci_2022, the total lengths of the respective
datasets are 588 472, 97 201, and 99 660 for training,
validation, and testing, respectively. Within time steps
323 823, 51 745, and 57 366, the power grid is under attack.
For l2rpn_idf_2023, the total lengths of the respective
datasets are 686 530, 145 684, and 138 621 for training,
validation, and testing, respectively. Within time steps
386 568, 84 003, and 86 082, the power grid is under attack.
Each dataset encompasses all the necessary information,
such as whether an attack has occurred, which line was
attacked, and the capacity of each power line. We prepro-
cess the time series using min-max normalization [81] to
ensure that their amplitude falls in the unit interval. Specif-
ically, for the capacity time series xρ of a power line in the

training phase, the data are normalized as

x′
ρ = (xρ − min(xρ))/(max(xρ) − min(xρ)),

providing consistent scaling of all the data.
To demonstrate the performance of the machine-

learning frameworks, we use two widely used evaluation
metrics—the F1 score and the mean squared error (MSE,
denoted as E)—to characterize the performance of attack
detection and state estimation, respectively. The F1 score
is commonly used for classification tasks, particularly for
imbalanced datasets. It combines precision (P) and recall
(R) into a single measure, providing a balanced assess-
ment of the performance of the machine-learning frame-
work. Precision is the fraction of true positive predictions
among all positive predictions, while recall is the frac-
tion of true positive predictions among all actual positive
instances. Mathematically, precision and recall are defined
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(a) (b)

(c) (d)

FIG. 5. Performance of the LSTM-based framework under differing extent of partial state observations. (a),(b) Results from attack-
detection tasks in the small and large power grids, respectively, with the F1 score as the evaluation metric. (c),(d) Results from
state-estimation tasks in the small and large power grids, respectively, with the MSE as the evaluation metric. The box plots are
obtained from 20 experiments conducted for each value of the observation extent Po. Both sets of results indicate that as Po increases,
the performance of the LSTM-based framework improves.

as follows:

P = TP

TP + FP
, (1)

R = TP

TP + FN
, (2)

where TP represents the number of true positives, an
indication that the framework correctly predicts the pos-
itive labels, FP represents the number of false positives,
meaning that the framework incorrectly predicts the pos-
itive labels, and FN represents the number of false neg-
atives, indicating that the framework incorrectly predicts
the negative labels. The F1 score is the harmonic mean of
precision and recall as

F1 = 2 × P × R
P + R

, (3)

whose values lie in the unit interval, with a higher value
indicating better classifier performance. For regression

tasks, the MSE measures the average squared difference
between the predicted and true values, which is indica-
tive of the framework’s accuracy in predicting continu-
ous variables. Specifically, the MSE (E) is calculated as
follows:

E = 1
n

n∑

i=1

(yi − ŷi)
2, (4)

where yi and ŷi represent the true and predicted values,
respectively, and n is the number of data points. A lower
MSE value signifies better performance.

To evaluate the robustness of the machine-learning
frameworks regarding random disturbances, we introduce
Gaussian white noise to the input data during the training
phase. The measurement noise is added as follows:

x̃i = xi + ξn, (5)

where the stochastic process ξn follows a normal distri-
bution with zero mean and standard deviation σn. Unless
otherwise specified, we set σn = 0.02.
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(a) (b)

(c) (d)

FIG. 6. Robustness of the LSTM-based framework regarding noise. (a),(b) Results from attack-detection tasks for the small and
large power grids, respectively, with the F1 score as the evaluation metric. (c),(d) Results from state-estimation tasks for the small
and large power grids, respectively, with the MSE as evaluation metric. Each error bar represents the variability observed across 20
experiments. As the noise level σn increases, the performance of the LSTM framework initially remains relatively stable and then starts
to decline.

Our proposed framework combines an LSTM compo-
nent, which captures the temporal features and depen-
dencies from input sequences, with an FNN decoder that
maps these features to the desired outputs, for attack detec-
tion and state estimation. In particular, the first task aims
to detect the occurrence of an attack and identify the
specific transmission line targeted. The output layer is
adjusted accordingly, with one node and a “sigmoid” acti-
vation function to ascertain whether an attack has occurred
(binary classification), and L + 1 nodes and a “softmax”
activation function to locate the attack (multiclass classifi-
cation), where L is the number of power lines of the grid.
For the binary and multiclass classification tasks, the train-
ing loss functions are binary cross-entropy and categorical
cross-entropy [82], respectively. For the state estimation
task (a regression-type task), the objective is to reconstruct
the complete power-grid state on the basis of partial obser-
vations, where the output layer consists of L nodes with a
“linear” activation function and the training loss function
is the mean squared error. For both attack detection and
state estimation, historical information from the measure-
ments is important. By our incorporating historical data

into our LSTM framework, it can capture the temporal
dependencies and increase the accuracy for both tasks.

B. Demonstration of attack detection and state
estimation

Our machine-learning framework has two LSTM layers
followed by two feedforward layers. To prevent overfitting
and increase generalizability, the operation of Dropout is
applied to all the layers of the network with the dropout
rate 0.2. The number of nodes in the LSTM layers is set
to 128 and 64, respectively. The number of nodes in the
feedforward layers varies depending on the specific task:
16 and 1 for attack occurrence detection, 64 and L + 1 for
attack location detection, and 64 and L for state estimation.
To meet the requirements of the LSTM framework, we
reorganize the input data. In particular, we use a sequence
length of 5 to determine the number of consecutive time
steps included in the input data. This ensures that the
framework captures the temporal dependencies within a
specified time window. More specifically, at each time step
t, the input data consist of the current measurement xt and
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(a) (b)

(c) (d)

FIG. 7. Performance comparison of attack-detection tasks among three machine-learning frameworks. Results for the small [(a),(c)]
and large [(b),(d)] power grids for (a),(b) attack occurrence detection and (c),(d) attack location detection. Yellow, green and blue
lines denote the performance of the random forest, LSTM, and FNN frameworks, respectively. Each error bar is calculated from 20
experiments. The superiority of the LSTM-based framework becomes more pronounced for the large power grid.

the measurements at the previous s − 1 time steps, denoted
as {xi}t

i=t−s. The output corresponds to the target value
at time t. This process is repeated for the entire dataset,
resulting in a reorganized data structure with input-output
pairs suitable for training the LSTM-based framework.
The reorganized dataset can be represented as “[samples,
sequence length, features],” where “samples” is referred to
as the length of the dataset.

We first present representative results of attack detec-
tion for l2rpn_case14_sandbox—a relatively small power
grid. The extent of partial state observations Po denotes
the fraction of the number of transmission lines monitored
among all the lines in the power grid, which is set to 0.3.
That is, of the 20 transmission lines in this power network,
six lines are monitored continuously in time, generating
the input data for the machine-learning framework. For
attack occurrence detection, Fig. 3(a) shows the relation-
ship between the input features and the attack occurrence.
Ascertaining the attack occurrence on the basis of partial
state observations of one or two lines, e.g., ρ1 and ρ2, is dif-
ficult. When six lines are observed, the machine-learning

framework achieves high accuracy, as can be seen from
the confusion matrix in Fig. 3(b) demonstrating that when
there is no attack (label 0), the framework predicts it cor-
rectly with probability 0.99. When there is an attack, the
framework predicts it accurately with probability 0.92. For
attack location detection, overall the framework performs
well, correctly classifying most of the labels. However,
there are a few instances where the framework fails to give
the correct location of the attack. For example, when line
11 is under attack, the framework gives that this line is
not under any attack. Figure 3(c) shows the attack on dif-
ferent lines (via different colors), and the corresponding
confusion matrix is shown in Fig. 3(d).

We next present results from the regression problem
for state estimation. Figure 4 presents an example of state
estimation for the l2rpn_case14_sandbox power grid. For
Po = 0.3, the framework predicts the values of ρ and por of
all the transmission lines. Figures 4(a) and 4(c) show three
examples of the true and predicted values for ρ and por,
respectively, while Figs. 4(b) and 4(d) compare the pre-
dicted and true values for a specific line that is not under
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(a) (b)

(c) (d)

FIG. 8. Performance comparison of state estimation tasks among three machine-learning frameworks. Results for the small [(a),(c)]
and large [(b),(d)] power grids for (a),(b) state estimation for ρ and (c),(d) state estimation for por. Each error bar is from 20
experiments. Overall, the LSTM-based method outperforms the FNN and random forest frameworks.

observation, where the deviations are illustrated with dif-
ferent colors (red indicating larger deviations). The overall
MSE for this line is shown in the lower-right corner in
Figs. 4(b) and 4(d). Overall, the results demonstrate that
the machine-learning method is capable of accurate full
state estimation when 30% or more of the transmission
lines are under observation.

For the small power grid l2rpn_case14_sandbox, addi-
tional state-estimation results can be found in Appendix
C. For the two large power grids l2rpn_wcci_2022 and
l2rpn_idf_2023, the attack-detection and state-estimation
results are presented in Appendixes D and E, respec-
tively. Performances similar to those in Figs. 3 and 4 are
achieved. The performance of the LSTM under different
class weights is demonstrated in Appendix F.

C. Effect of partial state observations

The extent of partial state observations, denoted as Po,
characterizes the scope of of the information input to
the machine-learning framework. A small value of Po
corresponds to a low-dimensional input where the frame-
work can access only quite limited information about the

power grid, while a high value of Po indicates that more
comprehensive information about the power grid is input
to the machine-learning framework at each time step.
The three power grid networks l2rpn_case14_sandbox,
l2rpn_wcci_2022, and l2rpn_idf_2023 have 20, 186, and
186 power lines, respectively. If the observation is from
a single transmission line, the values of Po for the three
power grids are 0.05, 0.007, and 0.007, respectively.

To investigate the impact of the Po value on machine-
learning performance, we conducted a systematic analysis
by varying this parameter across its entire range and eval-
uating the performance for each configuration. It is useful
to note that the model needs to be retrained for different
configurations of partial observations Po. To reduce the
computational complexity and the inherent fluctuations in
the training process, we use half of the available training,
validation, and testing data segments. To obtain reliable
results, we train the framework 20 times for each value
of Po and analyze the results to assess how the value of
Po influences the overall performance of the framework.
Figure 5 shows the results from the attack-detection and
state-estimation tasks, where Figs. 5(a) and 5(c) are for
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l2rpn_case14_sandbox, and Figs. 5(b) and 5(d) are for
l2rpn_wcci_2022. The results are visualized by box plots,
which provide a compact and intuitive representation of
the data distribution. In a box plot, the rectangular box
represents the interquartile range, which contains the cen-
tral 50% of the data, with the lower and upper quartiles
forming the boundaries of the box. The median value is
indicated by a horizontal line inside the box. Whiskers
extend from the box to the minimum and maximum data
points within 1.5 times the interquartile range. Data points
outside this range are considered outliers and are plotted
individually.

Figure 5(a) presents the performance for the attack
occurrence and attack location detection tasks on the small
power grid. For both tasks, when Po is larger than approx-
imately 0.2, reasonable performance can be achieved. For
Po > 0.4, the classification scores approach 1.0. The corre-
sponding results for the large power grid are shown in Fig.
5(b). Due to the significantly high complexity of this power
grid as compared with the small one, achieving accept-
able performance requires the observation of more than
half of the transmission lines. Even for Po = 1.0 so that
the capacities ρ of all power lines are observed, the classi-
fication results are still not significantly better. The reason
is attributed to the assumption in our work that noise is
always present. Specifically, in a large network, certain
power lines may be in a low-burden or a high-burden state
even under normal operation, which can resemble scenar-
ios of complete disconnection or an attack. When noise is
added to the observations, the attack and normal cases may
become mixed, leading to a degradation in the machine-
learning performance. Our experiment with Po = 1 in a
noise-free scenario shows that the F1 score exceeds 0.99.
The corresponding results for state estimation are pre-
sented in Figs. 5(c) and 5(d) for the small and large power
grids, respectively. As Po increases, the MSE decreases
rapidly, so we use a semilogarithmic scale to illustrate the
performance. The results for both power grids exhibit a
similar trend: as Po increases, the performance in estimat-
ing the full scope of ρ and por improves. However, for the
large power grid, achieving good performance requires rel-
atively smaller values of Po, as more power lines are under
observation with the same value of Po.

D. Robustness regarding noise

Evaluation of the robustness of machine-learning frame-
works regarding noise [25] is necessary for applications.
We add Gaussian noise of varied amplitude to the normal-
ized training data. The simulation results are presented in
Fig. 6, where Figs. 6(a) and 6(c) and Figs. 6(b) and 6(d)
show the performance for the small and large power grids,
respectively, for four tasks: attack occurrence detection,
attack location detection, ρ state estimation, and por state

estimation. Overall, the results indicate that the perfor-
mance of the LSTM framework remains relatively stable
as the noise level σn increases initially, suggesting that
the framework is robust regarding moderate noise levels.
However, as the noise level increases further, the perfor-
mance deteriorates rapidly. Such behavior appears to be
common in applications of machine learning in nonlinear
and complex dynamical systems [25]. The robustness of
random forest and the FNN regarding noise is also tested,
and they show similar performance to the LSTM-based
framework, i.e., the models remain robust under small
amounts of noise but as the noise level becomes relatively
large, the performance decreases.

E. Comparison among different machine-learning
methods

To justify our choice of the LSTM framework for
attack detection and state estimation, we compare the
performances of three machine-learning methods: LSTM,
random forest, and an FNN.

Figure 7 presents the results of performance compari-
son for the attack-detection tasks, where Figs. 7(a) and 7(c)
and Figs. 7(b) and 7(d) are for the small and large power
grids, respectively, and Figs. 7(a) and 7(b) and Figs. 7(c)
and 7(d) display the results for attack occurrence detection
and attack location detection, respectively, based on par-
tial observations of ρ, where the error bars are calculated
from 20 independent simulation runs. While Figs. 7(a) and
7(c) show that the three machine-learning frameworks all
exhibit reasonably good performance, with no apparent
significant differences, Figs. 7(b) and 7(d) demonstrate the
advantage and superiority of the LSTM-based framework
over the FNN and random forest for the large power grid.
Figure 8 shows a performance comparison for the state-
estimation tasks, where Figs. 8(a) and 8(c) and Figs. 8(b)
and 8(d) are for the small and large power grids, respec-
tively, and Figs. 8(a) and 8(b) and Figs. 8(c) and 8(d) are
for estimating ρ and por, respectively, for all the transmis-
sion lines. A behavior similar to that of the attack-detection
tasks emerges: the LSTM-based framework consistently
outperforms the FNN and random forest. These results
of performance comparison thus highlight the inherent
advantage of LSTM in capturing temporal dependencies
and handling complex feature relationships required for
attack detection and state estimation of complex dynamical
systems such as power grids.

IV. DISCUSSION

In complex cyber-physical networked systems of inter-
connected components, a challenging problem is to detect
and locate an attack on some component on the basis of
observing the dynamical behaviors of some other com-
ponents in the system that may not be adjacent to the
component under attack. This is the problem of attack
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FIG. 9. A snapshot of the large power grid l2rpn_wcci_2022 used in our study. The other large power grid, l2rpn_idf_2023, shares
the same structure but differs in the number of loads and chronics.

detection based on partial state observations. A related
problem is to estimate the state of the whole system on
the basis of the partial observations. The two problems are
extremely challenging, but modern machine learning can
be exploited to provide a solution. The main result of this
work is a demonstration that this is indeed the case. In par-
ticular, by using the machine-learning framework LSTM,
we have demonstrated its capability of reconstructing the
state and attack information for complex power grids using
only observation of the current flows through a limited
subset of all the transmission lines. The justification for
choosing LSTM lies in its superior capability to capture
the long-term dependencies in the network data, which are
essential for learning the dynamical patterns of the sys-
tem in the absence of any attack and distinguishing it from
those when an attack has occurred. Simulation results on
the effects of the extent of partial state observations, robust-
ness regarding noise, and performance comparison with
two alternative machine-learning frameworks reinforce the
choice of LSTM. Taken together, our results highlight the
inherent strengths of the LSTM-based framework in cap-
turing temporal dependencies and handling complex fea-
ture relationships, which are essential for attack detection
and state estimation. A related recent work is reconstruct-
ing complex networks from partial nodal state observations
[10], where link existence is inferred from the data. Our

work is different in that we focused on using partial link
states, i.e., the currents in a small number of random
transmission lines in a power grid, to determine whether
the network is under attack and to identify its location.
In our work, partial observations were also used to recon-
struct the network dynamics, i.e., to estimate the full scope
of the link states and other critical indicators for the entire
power grid.

Possibilities for future research are as follows. First,
the LSTM framework can be extended to complex cyber-
physical systems beyond power grids. For example, it can
be applied in the contexts of synchronization [83], infor-
mation spreading [84], and symmetry detection [85] in
complex networks. Next, while the LSTM-based frame-
work outperforms the FNN and random forest in detecting

TABLE I. Parameters of the power grids l2rpn_wcci_2022 and
l2rpn_idf_2023 for comparison.

Property l2rpn_wcci_2022 l2rpn_idf_2023

Substations 118 118
Power lines 186 186
Loads 91 99
Generators 62 62
Data length 32 years 16 years

013003-14



DETECTING ATTACKS AND ESTIMATING STATES. . . PRX ENERGY 4, 013003 (2025)

FIG. 10. Additional examples of estimating all the state vari-
ables ρ for the small power grid l2rpn_case14_sandbox. The
partial state observation parameter Po = 0.3.

attacks, future research could explore alternative machine-
learning frameworks such as graph neural networks [86],
transformers [87], and diffusion models [88] for multitask
learning in a single neural-network architecture. Moreover,
the attack-detection and state-estimation results reported
here can be used to develop reinforcement-learning control
to enable real-time protection of cyber-physical systems
[89,90]. Finally, for large and complex cyber-physical
systems, the LSTM-based framework can be ineffective
when the state observations are severely limited, especially
for the task of locating an attack. For systems that are
more complex than the three power-grid networks studied
here, additional input features and more observations are
required to achieve reliable performance.
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FIG. 11. Additional examples of estimating all the state vari-
ables por for the small power grid l2rpn_case14_sandbox. The
partial state observations are from ρ with Po = 0.3.

(a)

(b)

FIG. 12. Attack-detection performance for the large power
grid l2rpn_wcci_2022. Confusion matrices for (a) attack occur-
rence detection and (b) attack location detection are shown. The
extent of partial state observations Po = 0.5 and the dimension
of the input vector is 186 × 0.5 = 93.
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(a) (b)
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FIG. 13. State-estimation performance for the power grid l2rpn_wcci_2022. (a),(b) Examples of state estimation in which the LSTM
machine aims to predict ρ of all the transmission lines from partial state observations. (c),(d) Examples of state estimation of por for
all the lines. In (a),(c), several segment examples are shown that compare the true and predicted values of ρ and por, respectively. In
(b),(d), the regression results by comparison of the true and predicted values of an example line are shown. The extent of partial state
observations Po = 0.3 and the dimension of the input vector is 186 × 0.3 = 56.

APPENDIX A: DESCRIPTION OF THE LARGE
POWER GRID AND AN ATTACK SCENARIO

Three power-grid networks of different sizes—l2rpn
_case14_sandbox, l2rpn_wcci_2022, and l2rpn_idf_2023
—were used to test the capabilities of three machine-
learning frameworks for attack detection and state esti-
mation. The simulation results from the small power grid
l2rpn_case14_sandbox with 14 substations and 20 power
lines are described in the main text. The results from the
large power grids l2rpn_wcci_2022 and l2rpn_idf_2023
are presented here.

Both power grids l2rpn_wcci_2022 and l2rpn_idf_2023
comprise 118 substations and 186 power lines, as shown
in Fig. 9, where the line numbers and power line capaci-
ties ρ for each power line cannot be visualized from Fig.
9 due to the large size. The difference lies in the number
of loads and the chronics, as listed in Table I. Similarly
to the case of the small power grid, the blue power lines

between substations are healthy, while the orange power
lines indicate relatively high current flows with a poten-
tial risk of overload. A red power line means that the
current flow it carries is overloaded. Without appropriate
control measures, a red line may lead to a blackout of the
power grid. Additionally, a dotted power line represents
one under an attack, which may last for a certain period or
result in physical disconnection if it becomes excessively
overloaded. As shown in Fig. 9, the power line between
substation 102 and substation 103 is under attack. Before
this time step, the power grid network operated normally
for approximately 2 h, even when under attack. However,
at the current time step, several power lines in the grid
are overloaded, as indicated by the red power lines in the
lower-right corner in Fig. 9. Notably, due to excessive
overload, the power line between substation 76 and sub-
station 81 is physically disconnected (not under attack).
Consequently, a blackout is imminent in the power grid
within 15 min, at which point the entire power grid will
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(a)

(b)

FIG. 14. Attack-detection performance for the large power
grid l2rpn_idf_2023. Confusion matrices for (a) attack occur-
rence detection and (b) attack location detection are shown. The
extent of partial state observations Po = 0.5 and the dimension
of the input vector is 186 × 0.5 = 93.

cease to function and the simulation terminates. Note that
we have deliberately selected a scenario where a blackout
occurs within 15 min (three time steps in the simulation)
to illustrate the state of the grid before a blackout after a
prolonged attack.

APPENDIX B: DETAILS OF THE
MACHINE-LEARNING METHODS USED IN THIS

STUDY

1. LSTM

The core components of an LSTM cell include the input
gate, forget gate, and output gate, which collaboratively

regulate the flow of information throughout the network.
These gates act as neural-network layers with sigmoid
activation functions, σ(x) = 1/(1 + e−x), generating val-
ues between 0 and 1 that determine the extent to which
information is discarded or preserved.

The input gate governs the integration of new input
data into the cell state, while the forget gate controls the
retention of the existing cell state. At each time step t,
these decisions are made with the use of separate sigmoid
functions:

ft = σ(Wf × [ht−1, xt] + bf ), (B1)

it = σ(Wi × [ht−1, xt] + bi), (B2)

where σ denotes the sigmoid activation function. The
weight matrices and bias terms for the input and forget
gates are represented by Wi, bi, Wf , and bf , respectively.
Additionally, a hyperbolic tangent–activated layer is used
to obtain the candidate cell state:

C̃t = tanh(WC × [ht−1, xt] + bC), (B3)

with WC and bC denoting the weight matrix and the bias
term, respectively. The cell state is then updated according
to

Ct = ft � Ct−1 + it � C̃t, (B4)

where � represents elementwise multiplication. The cell
determines the output, which is a filtered version of the
cell state, through the output gate:

ot = σ(Wo × [ht−1, xt] + bo), (B5)

with Wo and bo representing the weight matrix and the bias
term of the output gate, respectively. Subsequently, the cell
state is processed through a hyperbolic tangent layer and
multiplied by the output gate ot to update the hidden state
ht:

ht = ot � tanh(Ct). (B6)

2. Random forest

In a classification task, the final prediction of random
forest is determined through majority voting among the
individual trees, while in a regression task, the average
of the individual tree predictions is used. This ensem-
ble approach enables random forest to capture complex
feature interactions, reduce overfitting, and improve gen-
eralization to unseen data. Further, the technique known as
“bagging” or “bootstrap aggregating” used in random for-
est introduces variation among the trees and reduces the
risk of overfitting. Additionally, at each decision-tree split,
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(a) (b)

(c) (d)

FIG. 15. State-estimation performance for the large power grid l2rpn_idf_2023. (a),(b) Examples of state estimation in which the
LSTM machine aims to predict ρ of all the transmission lines from partial state observations. (c),(d) Examples of state estimation of por
for all the lines. In (a),(c), several segment examples are shown that compare the true and predicted values of ρ and por, respectively.
In (b),(d), the regression results by comparison of the true and predicted values of an example line are shown. The extent of partial
state observations Po = 0.3 and the dimension of the input vector is 186 × 0.3 = 56.

a random selection of features is used instead of all avail-
able features. The feature randomness further increases
the diversity among the trees, making the ensemble more
resilient to noise and data outliers. Numerous hyperparam-
eters, such as the number of trees in the ensemble and their
maximum depth, influence the performance of random for-
est. Choosing appropriate hyperparameter values is crucial
for achieving optimal prediction performance. In our work,
we use a random search to identify the best combinations
of hyperparameters for the given power-grid datasets.

APPENDIX C: ADDITIONAL EXAMPLES OF
STATE ESTIMATION FOR THE SMALL POWER

GRID l2rpn_case14_sandbox

In the main text, a few examples of state estimation are
presented for the small power grid. Here we present addi-
tional examples, as shown in Figs. 10 and 11 for Po = 0.3.
These examples further demonstrate that the LSTM-based

framework is effective for predicting the full state of the
power grid in terms of ρ and por when it is provided with
partial observations of ρ.

APPENDIX D: ATTACK DETECTION AND STATE
ESTIMATION FOR THE LARGE POWER GRID

l2rpn_wcci_2022

For attack detection on the power grid l2rpn_wcci_2022,
we set Po = 0.5, so the input is a vector of capacity ρ

values of 93 power lines. Figure 12 shows the results for
attack occurrence detection [Fig. 12(a)] and attack location
detection [Fig. 12(b)]. In Fig. 12(a), the LSTM frame-
work has high accuracy, correctly predicting the absence
or presence of an attack with probabilities of 0.84 and 0.82,
respectively. Due to the large size of the power grid, iden-
tification of the location of the attack is more challenging.
Figure 12(b) demonstrates that the LSTM framework can
still achieve a high success rate for this task. While there
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are a few incorrect predictions of the attack on different
lines, most failures occur when the framework incorrectly
predicts an under-attack scenario as a no-attack scenario,
which is consistent with the results of attack occurrence
detection in Fig. 12(a).

For state estimation on the power grid l2rpn_wcci_2022,
we set Po = 0.3, so 56 transmission lines are observed.
Figures 13(a) and 13(c) present three segment examples
comparing the true and predicted values for estimating ρ

and por, respectively, with the corresponding comparison
results shown in Figs. 13(b) and 13(d). Different colors
represent the values of the deviation, with red indicating
relatively large deviations. The overall MSE is indicated
in the lower-right corner in Figs. 13(b) and 13(d). Here,
the lines that can be directly observed are excluded. These
results suggest the LSTM framework is effective for state
estimation.

APPENDIX E: ATTACK DETECTION AND STATE
ESTIMATION FOR THE LARGE POWER GRID

l2rpn_idf_2023

For attack detection on l2rpn_idf_2023, we set Po =
0.5, i.e., the input is a vector of the values of the capacity ρ

associated with 93 power lines. Figure 14 shows the results
for attack occurrence detection [Fig. 14(a)] and attack
location detection [Fig. 14(b)]. In Fig. 14(a), the LSTM
framework correctly predicts the absence or presence of
an attack with probabilities of 0.85 and 0.72, respectively.
Due to the large size of this power grid, identification of
the location of the attack is more challenging. Figure 14(b)
demonstrates that the LSTM framework can still achieve
a high success rate for this task. While there are a few
incorrect predictions of the attack on different lines, most
failures occur when the framework incorrectly predicts an
under-attack scenario as a no-attack scenario, which is con-
sistent with the results of attack occurrence detection in
Fig. 14(a).

For state estimation on l2rpn_idf_2023, we set Po = 0.3,
so 56 transmission lines are observed. Figures 15(a) and
15(c) present three segment examples comparing the true
and predicted values of the estimates of ρ and por, respec-
tively, with the corresponding comparison results shown
in Figs. 15(b) and 15(d). Different colors represent the val-
ues of the deviation, with red indicating relatively large
deviations. The overall MSE is indicated in the lower-right
corner in Figs. 15(b) and 15(d). Here, the lines that can be
directly observed are excluded. These results suggest that
the LSTM framework is effective for state estimation.

APPENDIX F: PERFORMANCE OF LSTM UNDER
DIFFERENT CLASS WEIGHTS

The attack occurrence detection task reported in the
main text was performed under the 1:1 weighting sce-
nario, where the no-attack and under-attack data are given

(a)

(b)

FIG. 16. Performance of LSTM under different class weights.
Results are shown for (a) the small power grid with Po = 0.3
and (b) the large power grid with Po = 0.5. The blue and orange
histograms are the results from LSTM trained under the class
weights 1:1 and 1:2 separately. “TN” and “TP” indicate the prob-
abilities of correctly predicting the no-attack and under-attack
labels, respectively.

equal significance during the training. However, it may
be desired to prioritize the detection of attacks in order
to increase the sensitivity of the machine-learning frame-
work to attack occurrence. To address this issue, we set the
class weights to 1:2, giving higher importance to the under-
attack label. This alternative weighting strategy can be
advantageous in application scenarios where the machine
needs to be more sensitive to attacks. Figure 16 presents
a comparison between the 1:1 and 1:2 weighting cases for
the small [Fig. 16(a)] and large [Fig. 16(b)] power grids.
As shown in Fig. 16(a), the 1:2 weight ratio results in an
improvement in correctly predicting the no-attack and the
under-attack labels, generating a high classification accu-
racy. The corresponding results for the large power grid
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are shown in Fig. 16(b), where an improvement in detect-
ing the under-attack labels is achieved but at the expense of
a reduced probability for correctly detecting the no-attack
labels, suggesting that the trade-off between label accu-
racy and preference can be an important consideration in
applications.

[1] R. Baheti and H. Gill, Cyber-physical systems, Impact
Cont. Tech. 12, 161 (2011).

[2] W. Wolf, Cyber-physical systems, Computer 42, 88 (2009).
[3] J. Ren, W.-X. Wang, B. Li, and Y.-C. Lai, Noise bridges

dynamical correlation and topology in coupled oscillator
networks, Phys. Rev. Lett. 104, 058701 (2010).

[4] W.-X. Wang, R. Yang, Y.-C. Lai, V. Kovanis, and M. A. F.
Harrison, Time-series based prediction of complex oscil-
lator networks via compressive sensing, EPL (Europhys.
Lett.) 94, 48006 (2011).

[5] M. Timme and J. Casadiego, Revealing networks from
dynamics: An introduction, J. Phys. A Math. Theory 47,
343001 (2014).

[6] Z. Shen, W.-X. Wang, Y. Fan, Z. Di, and Y.-C. Lai, Recon-
structing propagation networks with natural diversity and
identifying hidden sources, Nat. Commun. 5, 1 (2014).

[7] W.-X. Wang, Y.-C. Lai, and C. Grebogi, Data based identi-
fication and prediction of nonlinear and complex dynamical
systems, Phys. Rep. 644, 1 (2016).

[8] J. Casadiego, M. Nitzan, S. Hallerberg, and M. Timme,
Model-free inference of direct network interactions from
nonlinear collective dynamics, Nat. Commun. 8, 1 (2017).

[9] H. Wang, C. Ma, H.-S. Chen, Y.-C. Lai, and H.-F. Zhang,
Full reconstruction of simplicial complexes from binary
contagion and Ising data, Nat. Commun. 13, 1 (2022).

[10] A. Banerjee, S. Chandra, and E. Ott, Network inference
from short, noisy, low time-resolution, partial measure-
ments: Application to C. elegans neuronal calcium dynam-
ics, Proc. Natl. Acad. Sci. USA 120, e2216030120 (2023).

[11] S. Hochreiter and J. Schmidhuber, Long short-term mem-
ory, Neural Comput. 9, 1735 (1997).

[12] L. R. Medsker and L. Jain, Recurrent neural networks,
Design Appl. 5, 64 (2001).

[13] S. Grossberg, Recurrent neural networks, Scholarpedia 8,
1888 (2013).

[14] H. Salehinejad, S. Sankar, J. Barfett, E. Colak, and S.
Valaee, Recent advances in recurrent neural networks,
arXiv:1801.01078.

[15] A. Graves, A.-R. Mohamed, and G. Hinton, in 2013 IEEE
International Conference on Acoustics, Speech and Signal
Processing (IEEE, Vancouver, Canada, 2013), p. 6645.

[16] H. Sak, A. Senior, K. Rao, and F. Beaufays, Fast and accu-
rate recurrent neural network acoustic models for speech
recognition, arXiv:1507.06947.

[17] K. M. Tarwani and S. Edem, Survey on recurrent neural
network in natural language processing, Int. J. Eng. Trends
Technol. 48, 301 (2017).

[18] K. Yao, G. Zweig, M.-Y. Hwang, Y. Shi, and D. Yu, in
Interspeech (International Speech Communication Associ-
ation (ISCA), Lyon, France, 2013), p. 2524.

[19] A. Jaech, L. Heck, and M. Ostendorf, Domain adaptation of
recurrent neural networks for natural language understand-
ing, arXiv:1604.00117.

[20] T. Guo, Z. Xu, X. Yao, H. Chen, K. Aberer, and K. Funaya,
in 2016 IEEE International Conference on Data Science
and Advanced Analytics (DSAA) (IEEE, Montreal, Canada,
2016), p. 816.

[21] Y. Qin, D. Song, H. Chen, W. Cheng, G. Jiang, and G. Cot-
trell, A dual-stage attention-based recurrent neural network
for time series prediction, arXiv:1704.02971.

[22] H. Fan, J. Jiang, C. Zhang, X. Wang, and Y.-C. Lai, Long-
term prediction of chaotic systems with machine learning,
Phys. Rev. Res. 2, 012080 (2020).

[23] H. Hewamalage, C. Bergmeir, and K. Bandara, Recurrent
neural networks for time series forecasting: Current status
and future directions, Int. J. Forecast. 37, 388 (2021).

[24] L.-W. Kong, H.-W. Fan, C. Grebogi, and Y.-C. Lai,
Machine learning prediction of critical transition and sys-
tem collapse, Phys. Rev. Res. 3, 013090 (2021).

[25] Z.-M. Zhai, L.-W. Kong, and Y.-C. Lai, Emergence of a
resonance in machine learning, Phys. Rev. Res. 5, 033127
(2023).

[26] L.-W. Kong, Y. Weng, B. Glaz, M. Haile, and Y.-C. Lai,
Reservoir computing as digital twins for nonlinear dynam-
ical systems, Chaos 33, 033111 (2023).

[27] Z.-M. Zhai, M. Moradi, L.-W. Kong, B. Glaz, M. Haile, and
Y.-C. Lai, Model-free tracking control of complex dynam-
ical trajectories with machine learning, Nat. Commun. 14,
5698 (2023).

[28] S. Panahi and Y.-C. Lai, Adaptable reservoir computing:
A paradigm for model-free data-driven prediction of criti-
cal transitions in nonlinear dynamical systems, Chaos 34,
051501 (2024).

[29] L.-W. Kong, G. A. Brewer, and Y.-C. Lai, Reservoir-
computing based associative memory and itinerancy for
complex dynamical attractors, Nat. Commun. 15, 4840
(2024).

[30] Z.-M. Zhai, M. Moradi, L.-W. Kong, and Y.-C. Lai, Detect-
ing weak physical signal from noise: A machine-learning
approach with applications to magnetic-anomaly-guided
navigation, Phys. Rev. Appl. 19, 034030 (2023).

[31] K. Antczak, Deep recurrent neural networks for ECG signal
denoising, arXiv:1807.11551.

[32] A. G. Parlos, S. K. Menon, and A. Atiya, An algorithmic
approach to adaptive state filtering using recurrent neural
networks, IEEE Trans. Neural Netw. 12, 1411 (2001).

[33] M. Moradi, Y. Weng, and Y.-C. Lai, Defending smart
electrical power grids against cyberattacks with deep Q-
learning, PRX Energy 1, 033005 (2022).

[34] Y. Peng, T. Lu, J. Liu, Y. Gao, X. Guo, and F. Xie, in 2013
Ninth International Conference on Intelligent Information
Hiding and Multimedia Signal Processing (IEEE, Beijing,
China, 2013), p. 442.

[35] A. A. Zúñiga, A. Baleia, J. Fernandes, and P. J. D. C.
Branco, Classical failure modes and effects analysis in the
context of smart grid cyber-physical systems, Energies 13,
1215 (2020).

[36] Y. Jiang, S. Yin, and O. Kaynak, Data-driven monitor-
ing and safety control of industrial cyber-physical systems:
Basics and beyond, IEEE Access 6, 47374 (2018).

013003-20

https://doi.org/10.1109/MC.2009.81
https://doi.org/10.1103/PhysRevLett.104.058701
https://doi.org/10.1209/0295-5075/94/48006
https://doi.org/10.1088/1751-8113/47/34/343001
https://doi.org/10.1038/ncomms5323
https://doi.org/10.1016/j.physrep.2016.06.004
https://doi.org/10.1038/s41467-017-02288-4
https://doi.org/10.1038/s41467-022-30706-9
https://doi.org/10.1073/pnas.2216030120
https://doi.org/10.1162/neco.1997.9.8.1735
https://doi.org/10.4249/scholarpedia.1888
https://arxiv.org/abs/1801.01078
https://arxiv.org/abs/1507.06947
https://arxiv.org/abs/1604.00117
https://arxiv.org/abs/1704.02971
https://doi.org/10.1103/PhysRevResearch.2.012080
https://doi.org/10.1016/j.ijforecast.2020.06.008
https://doi.org/10.1103/PhysRevResearch.3.013090
https://doi.org/10.1103/PhysRevResearch.5.033127
https://doi.org/10.1063/5.0138661
https://doi.org/10.1038/s41467-023-41379-3
https://doi.org/10.1063/5.0200898
https://doi.org/10.1038/s41467-024-49190-4
https://doi.org/10.1103/PhysRevApplied.19.034030
https://arxiv.org/abs/1807.11551
https://doi.org/10.1109/72.963777
https://doi.org/10.1103/PRXEnergy.1.033005
https://doi.org/10.1109/ACCESS.2018.2866403


DETECTING ATTACKS AND ESTIMATING STATES. . . PRX ENERGY 4, 013003 (2025)

[37] C.-C. Sun, A. Hahn, and C.-C. Liu, Cyber security of a
power grid: State-of-the-art, Int. J. Electr. Power Energy
Syst. 99, 45 (2018).

[38] E. U. Soykan, M. Bagriyanik, and G. Soykan, Disrupt-
ing the power grid via EV charging: The impact of the
SMS phishing attacks, Sustainable Energy Grid. Netw 26,
100477 (2021).

[39] H. Holm, W. R. Flores, and G. Ericsson, in IEEE PES ISGT
Europe 2013 (IEEE, Lyngby, Denmark, 2013), p. 1.

[40] T. Akhtar, B. B. Gupta, and S. Yamaguchi, in 2018 IEEE
International Conference on Consumer Electronics (ICCE)
(IEEE, Las Vegas, NV, USA, 2018), p. 1.

[41] M. J. Assante, Confirmation of a coordinated attack on the
Ukrainian power grid, SANS Industrial Control Systems
Security Blog 207 (2016).

[42] P. Srikantha and D. Kundur, in 2015 IEEE Power & Energy
Society Innovative Smart Grid Technologies Conference
(ISGT) (IEEE, Washington, D.C., USA, 2015), p. 1.

[43] S. Liu, X. P. Liu, and A. El Saddik, in 2013 IEEE PES Inno-
vative Smart Grid Technologies Conference (ISGT) (IEEE,
Washington, D.C., USA, 2013), p. 1.

[44] J. Tian, B. Wang, T. Li, F. Shang, and K. Cao, Coordinated
cyber-physical attacks considering DoS attacks in power
systems, Int. J. Robust Nonlinear Control 30, 4345 (2020).

[45] D. U. Case, Analysis of the cyber attack on the Ukrainian
power grid, Elec. Info. Sharing Anal. Cen. (E-ISAC) 388, 1
(2016).

[46] J. E. Sullivan and D. Kamensky, How cyber-attacks in
Ukraine show the vulnerability of the US power grid,
Electricity J. 30, 30 (2017).

[47] S. Soltan, M. Yannakakis, and G. Zussman, Joint cyber
and physical attacks on power grids: Graph theoretical
approaches for information recovery, ACM SIGMETRICS
Perf. Eva. Rev. 43, 361 (2015).

[48] S. Lakshminarayana, E. V. Belmega, and H. V. Poor,
Moving-target defense against cyber-physical attacks in
power grids via game theory, IEEE Trans. Smart Grid 12,
5244 (2021).

[49] P. W. Parfomak, Physical security of the US power grid:
High-voltage transformer substations (2014).

[50] P. W. Parfomak, NERC Standards for Bulk Power Physical
Security: Is the Grid More Secure? Congressional Research
Service, Washington, DC (2018).

[51] M. Landen, K. Chung, M. Ike, S. Mackay, J.-P. Watson,
and W. Lee, Dragon: in Proceedings of the 38th Annual
Computer Security Applications Conference (The Associ-
ation for Computing Machinery (ACM), Austin, TX, USA,
2022), p. 13.

[52] G. Cerullo, V. Formicola, P. Iamiglio, and L. Sgaglione,
Critical infrastructure protection: having SIEM technology
cope with network heterogeneity, arXiv:1404.7563.

[53] V. K. Singh, S. P. Callupe, and M. Govindarasu, in
2019 North American Power Symposium (NAPS) (IEEE,
Wichita, Kansas, USA, 2019), p. 1.

[54] Z. He, A. Raghavan, G. Hu, S. Chai, and R. Lee, in
2019 18th IEEE International Conference on Trust, Secu-
rity and Privacy in Computing and Communications/13th
IEEE International Conference on Big Data Science and
Engineering (TrustCom/BigDataSE) (IEEE, Rotorua, New
Zealand, 2019), p. 160.

[55] M. Panthi, in 2020 First International Conference on
Power, Control and Computing Technologies (ICPC2T)
(IEEE, Raipur, India, 2020), p. 220.

[56] W. Danilczyk, Y. L. Sun, and H. He, in 2020 52nd North
American Power Symposium (NAPS) (IEEE, Tempe, Ari-
zona, USA, 2020), p. 1.

[57] S. Li, Y. Han, X. Yao, S. Yingchen, J. Wang, and Q. Zhao,
Electricity theft detection in power grids with deep learning
and random forests, J. Electr. Comput. Eng. 2019, 4136874
(2019).

[58] O. F. Eikeland, I. S. Holmstrand, S. Bakkejord, M. Chiesa,
and F. M. Bianchi, Detecting and interpreting faults in vul-
nerable power grids with machine learning, IEEE Access 9,
150686 (2021).

[59] Q. Li, G. Zou, W. Zeng, J. Gao, F. He, and Y. Zhang, ESG
guidance and artificial intelligence support for power sys-
tems analytics in the energy industry, Sci. Rep. 14, 11347
(2024).

[60] E. Choi, S. Cho, and D. K. Kim, Power demand forecast-
ing using long short-term memory (LSTM) deep-learning
model for monitoring energy sustainability, Sustainability
12, 1109 (2020).

[61] H. Abbasimehr, M. Shabani, and M. Yousefi, An opti-
mized model using LSTM network for demand forecasting,
Comput. Ind. Eng. 143, 106435 (2020).

[62] B. Lindemann, B. Maschler, N. Sahlab, and M. Weyrich,
A survey on anomaly detection for technical systems using
LSTM networks, Comput. Ind. 131, 103498 (2021).

[63] C. Feng, T. Li, and D. Chana, in 2017 47th Annual
IEEE/IFIP International Conference on Dependable Sys-
tems and Networks (DSN) (IEEE, Denver, CO, USA, 2017),
p. 261.

[64] M. M. Devi, M. Sharma, and A. Ganguly, in 2023 IEEE Int.
Conf. Ind. Electron. Dev. Appl. (ICIDeA) (IEEE, Imphal,
India, 2023), p. 146.

[65] D. Guha, R. Chatterjee, and B. Sikdar, Anomaly detection
using LSTM-based variational autoencoder in unsupervised
data in power grid, IEEE Syst. J. 17, 4313 (2023).

[66] A. S. Musleh, G. Chen, Z. Y. Dong, C. Wang, and S. Chen,
Attack detection in automatic generation control systems
using LSTM-based stacked autoencoders, IEEE Trans. Ind.
Inf. 19, 153 (2022).

[67] S. Wang, S. Bi, and Y.-J. A. Zhang, Locational detection
of the false data injection attack in a smart grid: A mul-
tilabel classification approach, IEEE Internet Things J. 7,
8218 (2020).

[68] S. Peng, Z. Zhang, R. Deng, and P. Cheng, Localizing false
data injection attacks in smart grid: A spectrum-based neu-
ral network approach, IEEE Trans. Smart Grid. 14, 4827
(2023).

[69] J. Zhu, W. Meng, M. Sun, J. Yang, and Z. Song, FLLF: A
fast-lightweight location detection framework for false data
injection attacks in smart grids, IEEE Trans. Smart Grid.
15, 911 (2023).

[70] M. Mohammadpourfard, I. Genc, S. Lakshminarayana, and
C. Konstantinou, in 2021 IEEE SmartGridComm (IEEE,
Aachen, Germany, 2021), p. 121.

[71] O. Boyaci, M. R. Narimani, K. R. Davis, M. Ismail, T. J.
Overbye, and E. Serpedin, Joint detection and localization
of stealth false data injection attacks in smart grids using

013003-21

https://doi.org/10.1016/j.ijepes.2017.12.020
https://doi.org/10.1016/j.segan.2021.100477
https://doi.org/10.1002/rnc.4801
https://doi.org/10.1016/j.tej.2017.02.006
https://doi.org/10.1145/2796314.2745846
https://doi.org/10.1109/TSG.2021.3095083
https://arxiv.org/abs/1404.7563
https://doi.org/10.1155/2019/4136874
https://doi.org/10.1109/ACCESS.2021.3127042
https://doi.org/10.1038/s41598-024-61491-8
https://doi.org/10.3390/su12031109
https://doi.org/10.1016/j.cie.2020.106435
https://doi.org/10.1016/j.compind.2021.103498
https://doi.org/10.1109/JSYST.2023.3266554
https://doi.org/10.1109/TII.2022.3178418
https://doi.org/10.1109/JIOT.2020.2983911
https://doi.org/10.1109/TSG.2023.3261970
https://doi.org/10.1109/TSG.2023.3274642


ZHAI, MORADI, and LAI PRX ENERGY 4, 013003 (2025)

graph neural networks, IEEE Trans. Smart Grid. 13, 807
(2021).

[72] J. Yu, Q. Li, and L. Li, Localization of coordinated cyber-
physical attacks in power grids using moving target defense
and machine learning, Electronics 13, 2256 (2024).

[73] B. Donnot, Grid2op—A testbed platform to model sequen-
tial decision making in power systems, https://GitHub.com/
rte-france/grid2op (2020).

[74] G. Brockman, V. Cheung, L. Pettersson, J. Schneider,
J. Schulman, J. Tang, and W. Zaremba, OpenAI Gym,
arXiv:1606.01540.

[75] A. Marot, B. Donnot, G. Dulac-Arnold, A. Kelly, A.
O’Sullivan, J. Viebahn, M. Awad, I. Guyon, P. Panci-
atici, and C. Romero, in NeurIPS 2020 Competition and
Demonstration Track (PMLR, 2021), p. 112.

[76] L. Omnes, A. Marot, and B. Donnot, in 2021 IEEE Madrid
PowerTech (IEEE, Madrid, Spain, 2021), p. 1.

[77] P. Liu, W. Yuan, J. Fu, Z. Jiang, H. Hayashi, and G. Neu-
big, Pre-train, prompt, and predict: A systematic survey of
prompting methods in natural language processing, ACM
Comput. Surv. 55, 1 (2023).

[78] S. Minaee, Y. Boykov, F. Porikli, A. Plaza, N. Kehtarnavaz,
and D. Terzopoulos, Image segmentation using deep learn-
ing: A survey, IEEE Trans. Pattern Anal. Mach. Intell. 44,
3523 (2021).

[79] L. Breiman, Random forests, Mach. Learn. 45, 5 (2001).
[80] M. Moradi, Z.-M. Zhai, A. Nielsen, and Y.-C. Lai, Random

forests for detecting weak signals and extracting physical
information: A case study of magnetic navigation, APL
Mach. Learn. 2, 016118 (2024).

[81] H. Henderi, T. Wahyuningsih, and E. Rahwanto, Compar-
ison of min-max normalization and Z-score normalization
in the k-nearest neighbor (KNN) algorithm to test the accu-
racy of types of breast cancer, Int. J. Info. Inf. Syst. 4, 13
(2021).

[82] I. Goodfellow, Y. Bengio, and A. Courville, Deep
Learning (MIT Press, Cambridge, Massachusetts, USA,
2016).

[83] Y.-S. Long, Z.-M. Zhai, M. Tang, and Y.-C. Lai, Metamor-
phoses and explosively remote synchronization in dynami-
cal networks, Chaos 32, 043110 (2022).

[84] L. Zeng, M. Tang, and Y. Liu, The impacts of the indi-
vidual activity and attractiveness correlation on spreading
dynamics in time-varying networks, Commun. Nonlinear
Sci. Numer. Simul. 122, 107233 (2023).

[85] Y.-S. Long, Z.-M. Zhai, M. Tang, Y. Liu, and Y.-C. Lai,
Structural position vectors and symmetries in complex
networks, Chaos 32, 093132 (2022).

[86] Z. Wu, S. Pan, F. Chen, G. Long, C. Zhang, and S. Y. Philip,
A comprehensive survey on graph neural networks, IEEE
Trans. Neu. Net. Learn. Syst. 32, 4 (2020).

[87] A. Vaswani, N. Shazeer, N. Parmar, J. Uszkoreit, L.
Jones, A. N. Gomez, Ł. Kaiser, and I. Polosukhin, Atten-
tion is all you need, Adv. Neural Inf. Process. Syst. 30
(2017).

[88] J. Ho, A. Jain, and P. Abbeel, Denoising diffusion proba-
bilistic models, Adv. Neural Inf. Process. Syst. 33, 6840
(2020).

[89] M. Moradi, Y. Weng, J. Dirkman, and Y.-C. Lai, Preferen-
tial cyber defense for power grids, PRX Energy 2, 043007
(2023).

[90] M. Moradi, S. Panahi, Z.-M. Zhai, Y. Weng, J. Dirkman,
and Y.-C. Lai, Heterogeneous reinforcement learning for
defending power grids against attacks, APL Mach. Learn.
2, 026121 (2024).

[91] Z.-M. Zhai, Simulation data of the three power grid bench-
marks, https://zenodo.org/records/14004431 (2024).

[92] Z.-M. Zhai, Codes for generating all the results,
https://github.com/Zheng-Meng/Power-Grid-Attack-Det
ection (2024).

013003-22

https://doi.org/10.1109/TSG.2021.3117977
https://doi.org/10.3390/electronics13122256
https://GitHub.com/rte-france/grid2op
https://arxiv.org/abs/1606.01540
https://doi.org/10.1145/3560815
https://doi.org/10.1109/TPAMI.2021.3059968
https://doi.org/10.1023/A:1010933404324
https://doi.org/10.1063/5.0189564
https://doi.org/10.47738/ijiis.v4i1.73
https://doi.org/10.1063/5.0088989
https://doi.org/10.1016/j.cnsns.2023.107233
https://doi.org/10.1063/5.0107583
https://doi.org/10.1109/TNNLS.2020.2978386
https://doi.org/10.1103/PRXEnergy.2.043007
https://doi.org/10.1063/5.0216874
https://zenodo.org/records/14004431
https://github.com/Zheng-Meng/Power-Grid-Attack-Detection

	I.. INTRODUCTION
	II.. METHODS
	A.. Power-grid simulation
	B.. Machine-learning frameworks
	1.. Long short-term memory
	2.. Random forest
	3.. Feedforward neural networks


	III.. RESULTS
	A.. Experimental setup
	B.. Demonstration of attack detection and state estimation
	C.. Effect of partial state observations
	D.. Robustness regarding noise
	E.. Comparison among different machine-learning methods

	IV.. DISCUSSION
	. ACKNOWLEDGMENTS
	. DATA AVAILABILITY
	. APPENDIX A: DESCRIPTION OF THE LARGE POWER GRID AND AN ATTACK SCENARIO
	. APPENDIX B: DETAILS OF THE MACHINE-LEARNING METHODS USED IN THIS STUDY
	1.. LSTM
	2.. Random forest

	. APPENDIX C: ADDITIONAL EXAMPLES OF STATE ESTIMATION FOR THE SMALL POWER GRID l2rpn_case14 _sandbox
	. APPENDIX D: ATTACK DETECTION AND STATE ESTIMATION FOR THE LARGE POWER GRID l2rpn_ wcci_2022
	. APPENDIX E: ATTACK DETECTION AND STATE ESTIMATION FOR THE LARGE POWER GRID l2rpn_ idf_2023
	. APPENDIX F: PERFORMANCE OF LSTM UNDER DIFFERENT CLASS WEIGHTS
	. REFERENCES


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile ()
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 5
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    33.84000
    33.84000
    33.84000
    33.84000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    9.00000
    9.00000
    9.00000
    9.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames false
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks true
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo true
      /AddRegMarks false
      /BleedOffset [
        9
        9
        9
        9
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


