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Abstract

We propose a scheme to generate binary code for baseband spread-spectrum communication by using a chain of couplec
chaotic maps. We compare the performances of this type of spatiotemporal chaotic code with those of a conventional code used
frequently in digital communication, the Gold code, and dematstthat our code is comparable or even superior to the Gold
code in several key aspects: security, bit error rate, code generation speed, and the number of possible code sequences. As th
field of communicating with chaos faces doubts in terms of performance comparison with conventional digital communication
schemes, our work gives a clear message that communicating with chaos can be advantageous and it deserves further attentio
from the nonlinear science community.
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The field of communicating with chaos starts with in this area in the hope that a new communication
the work of Pecora and Carroll on synchronization in scheme may arise with potential for implementation
chaotic systemEl] and that of Hayes et al. on encod- in realistic applications. Representative works include
ing information using symbolic dynami¢®,3]. Since that by Kocarev et al. who used the idea of masking
then there has been a tremendous amount of effortto hide information in chaotic signajd], by Cuomo

and Oppenheim who demonstrated that a message can
indeed be transmitted by using chaotic synchroniza-

* Corresponding author. tion [5], and by Parlitz et al. who considered chaotic
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spectrum communication technique for transmitting spatio-temporal chaoticode can be comparable or
binary information[6,7]. The important issue of se- even superior to conventional pseudo-random codes
curity was also consideref8—16]. In terms of the such as the Gold code in several key aspects: security,
symbolic dynamics approadR,3], various schemes  bit error rate, code generation speed, and the number
were proposed and the nonlinear dynamics of the cod- of possible code sequences. Since these results have
ing process were studig¢ti7—20] For recent progress, been obtained by comparing our code directly and
see Ref[21]. guantitatively with the Gold code, they are encourag-
As conventional digital communication technolo- ing in the sense that they may help reinforce the spec-
gies have become fairly @dnced and widespread, ulation that chaos-based communication schemes can
a burning issue facing rearchers in communicat- be advantageous, a belief that stimulated many works
ing with chaos is how it compares with the existing oncommunicating with chadn the nonlinear-science
schemes in terms of performances. The purpose of community.
this Letter is address one issue that is essential to We use the following class of unidirectionally cou-
any digital communicationcheme, conventional or  pled chaotic maps to generate binary codes:
chaos-based: pseudoadom code generation. Con-
ventionally, code generation is accomplished by using *i ? +1) = (1 - &) f[xim] + & f[xi-a(m)],
linear shift-register generators that generate binaryse- i=1,2,...,m, (D)
quences_sut_:h as the Gold code for spread—spectrumwherem is the number of coupled mapg,(x) =
communication[22]. Such sequences are pseudo-

random, and the idea is to convolute the sequences“'x(1 — x) s the chaotic logistic map, and is the
with the wave signal that carries the information to coupling strength that can potentially be used as the

be transmitted. At the receiver, the original informa- secret keys for secure communicat{@6,27} While

o ; .. both space and time are discrete in Et), the dy-
tion is recovered by a despreading process, which is ical iables:; are continuous. Givem; (n), to
achieved by correlating the received spread signal with namical vara ! . A
. . : generate a sequence of binary numhgté:), we use

a synchronized replica of the code signal. Because of the following procedure:
the pseudo-randomness oktode, the transmitting '
signal usually has a bandwidth that is much greater psf(n) = int[x,-(n) X 1W] mod (2"),
than the minimum bandwidth necessary to send the _; . ;
information, rendering the signal secure and noise- K (n) = blnary{M (n)]’ 2)
resistant. This spread-spectrum technique has becomevhere v is the number of bits of the source infor-
the cornerstone of many modern digital communica- mation, andu is an integer chosen such that“13
tion systems, including the global positioning systems on the order of the inverse of the computer precision.
[23]. As we can see, the key to spreading the spec- The boundary condition is given by(n) = K (n)/2",
trum of the communication signal is a proper pseudo- where K (n) = int[x,,(n) x 10*] mod (2"). We see
random code. that M’ (n) represents the number of insignificant dig-

In this Letter, we propose a scheme based on aits of x;(n) and K'(n) is simply the binary version
class of spatio-temporal chaotic dynamical systems of M!(n). For a given coupled-map lattice, E(R)
to generate pseudo-random code for spread-spectrungenerates, for each map pits of binary data at each
communication. In particular, we use a chain of uni- iteration. Regarding each map as a code generator, a
directionally coupled chaotic map24,25]to gener- lattice of m coupled maps thus represents a parallel
ate binary code sequences. This type of coupled-mapset ofm code generators. This is shown schematically
system was originally proposed for encryption of in- in Fig. 1 For spread-spectrum communication, each
formation but here we address the problem of code user can be assigned a map in the lattice, and each
generation for spectrum spreading. We choose the sys-code sequenc&’ (i =1,...,m) of length N can be
tem because it has fast speed and robust synchronizaused as a basis function for modulation (in general, a
tion properties, thereby being capable of facilitating basis is constructed by several iterations since each it-
the final despreading process at the receiver end. Weeration only contributes bit codes for each lattice).
shall present analysis and numerical evidence that our A possible modulation scheme can be, for instance, as
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%o = mod[int(x,, x104)2"1/ 2" Simulation results of the two probabilities for zero
” and one are shown ifig. 2(c), where we see that
| | | 7777777777777777777 as the code length is increased, both probabilities ap-
- = - | ’I%ﬂ proach ¥2. (3) For a purely random binary sequence,
l l l the probability for observing a symbol consecutively
M =mod[int; x104)2" 1,i=12,...,m times decreases with according to 2. Our chaotic
. KLKI - K p LK; . LKi B LKM _blnqry code actu_ally possesses this property, as shown
SR R oY D N in Fig. 2(d). (4) Finally, the power spectra}I density of a
Y1 Yoo Yo Ygi % purely random sequence has the following fq2a]:

Fig. 1. Black diagram of the binagpatiotemporal chaotic code gen-  §(f) =1t (
erator.

; 2
sin fz) ’ @)
wft
wherer is the actual time duration of one bit of code

follows: if the binary information bit to be transmit-  sequenceFig. 3shows an example of the power spec-
ted is/’ = 1, the modulated bit i’ = K*, while if tral density of a chaotic binary code, where- 1/N
I'=0,S =—K'is chosen. and N = 2“4 is the length of the example sequence.

To recover the transmitted information on the re- For comparison, the density(f) in Eq. (4) is also
ceiver end, an identical chain of synchronized cou- plotted (the upper trace). We see that the density of our
pled maps is needed. For simplicity, at the first step, chaotic code follows closely that of a purely random
we assume that the transmitter and receiver are syn-sequence. These results suggest that chaotic codes
chronized by having the same parameters and initial generated by coupled map lattices satisfy the basic
conditions. Binary information can be recovered by requirements for secure, spread-spectrum communica-
the process of coherent demodulation using correla- tion.

tors at the receiver eff@2]. In our coupled-map lattice We now consider a multi-user environment, where
scheme, each lattice site on the receiver end can actu-interference and noise are the major sources of error in
ally be regarded as a correlator. a spread-spectrum communicatif@®], and demon-

Some basic properties of a pseudo-random code arestrate that the error performance of our chaotic binary
auto- and cross-correlations, balance, run-length dis- sequences is comparable to the Gold code that is con-
tribution, and frequency spectrum. We now discuss sidered optimal and used commonly in many mod-
these properties for our chaotic code. (1) Given two ern digital communication systems. L&t(¢) be the
binary sequence&’(N) and K/(N), the auto- and  pulse-amplitude modulation information signal of the
cross-correlations are defined, respectively, as follows: uth user:

o ~
Co(r) = DK OK A4 D), S =Y Sgr(t —sT),
YLK (DT =~
Zfil Ki(DKI(+1) whereS¥ € {—1, +1} are the binary symbols that en-
Cij(t) = == ~ 3) code the informationgy is a rectangular pulse which

A
YK O is 1 within [0, T'] and O outside, and is the duration

In general, it is desirable to have as small values as of each information bit. Supposge s the length of the

possible for the correlations (except for= 0 in the binary sequence used to modulate one information bit.

autocorrelation) to ensure security and to overcome in- With binary sequences’ (/ =1,..., N) generated by

terferences in a multi-user environment. As shown in Egs.(1) and (2) we can construct the spreading basis:

Fig. 2(a) and (b), our chaotic codes have these desir- 00

able properties, where in the simulation, codes with gu ;) — Z 0"(t)gr(t —sT) with

length of N = 27 — 1 bits are used. (2) The balance =0

property measures the probability for observing zero G+DN .

(or one) in a code which, in the ideal case, should “(r) = u (z —l—) 5
be 1/2 so that the codes are as random as possible.Qs Z YL ET/N N)’ ®)

[=sN+1
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Fig. 2. For the chaotic code generator Hd3.and (2)with « =10 andv = 6, (a), (b) autocorrelation and cross-correlation of binary sequences

of length N = 27 — 1 bits, respectively. The results were averaged using 10 realizations. (c) Probabilities of observing the numbers of 0 and 1

in a binary code (the balance property), and (d) exponential decag iprébability to observe a number of consecutive zeros (the run-length
distribution). All indicate that chaotic codeseacomparable to classical codes in terms of the basic properties required for spread-spectrum

communication.

wheregr,y is 1 within [0, T/N] and O outside] is

: the location of the bits in the spreading sequence. The
L —o— Random code output spreading signal for symb8} can be written
e—a: —»— Chaotic code as
i = (s+1)N T
& SE =S = > Siyi'ern (t—lﬁ) (6)
(] b .: I=sN+1
[Ty i ) ) )
a8 g In the simple case where there is only a single-user and
8 | 8 § noise is absent, the symbsjf can be recovered at the
e # receiver end by correlating (r) with the same basis
Q5 (1):
0 500 1000 1500 2000 +DT
frequency o = T QU (1)S"(t) dt
sT
Fig. 3. For Eqgs(1) and (2)with « = 10 andv = 6, a typical power +DN
spectral density of the generated chaotic code (the lower trace). Also " wl2 "
shown is the density from a purely random sequence (the upper = Ss Z IYI | = NSs- (7)
trace). I=sN+1
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In a multi-user environment, the interference caused We see that the differences between the bit error rates

by thewvth user at the:th receiver is

(s+1)T
llls“” = T Q;’(t)Ss“ (1) dt
sT
(s+1)N
=S5 Y (8)
I=sN+1

Say there ar&/ users sharing the same channel. Since
the binary chaotic sequences generated are random i
practical time scales that are typically much longer
than the correlation time of the underlying chaotic
process, the interference term acting on ditle user

can be regarded as a sum of zero mean, independen{

random variablef29]:

el(oy]- ]

whereE][.] is the mean value of all symbols transmit-
ted. Since the signal-to-interference ratio for i@
user is proportional t()di';’/o”)z, by choosing 0 as the
decision criterion we can write the bit-error-rate as

Perr=Q(®) /"),

whereQ(x) = 1/+/27 fxoo e*yz/zdy is the error func-
tion. In the presence of noise, the bit error rate be-
comes

U 2
Z tI,;w) j|’ (9)

v#u,v=1

(10)

Perr = Q[¢§‘/(0“ +U)],

whereo is the variance of the additive Gaussian white
noise.
Eqg. (9) indicates that the variance of multi-user in-

11)

n

in our chaotic sequences and Gold sequences are in-
significant for small values o/ and neglectable for
large values ofU, suggesting that our chaotic code
sequences can perform almost as well as the Gold se-
guence in terms of the bit error rate in a multi-user
environment. This result is further strengthened by
simulation result of the bit error rate versus the signal-
to-noise ratio, as shown irig. 4(b) for four represen-
tative values otU. For each value of/, two data sets

are plotted, the lower one from the Gold code and the
upper one from the chaotic code. We see that the dif-
ferences in the bit error rate between the two codes are
small, as desired.

While chaotic signals possess a number of proper-
ies typically associated with random signals, which
makes chaotic codes suitable for spread-spectrum
communication, the issue of synchronizability may be
of concern. Without drivering signals, any mismatch
in the initial conditions will cause desynchroniza-
tion events. Even under self-synchronous schemes, for
chaotic systems, the synchronization time may be very
long and often induces a high bit error rate in practice,
which can be particularly serious for high-dimensional
chaotic systems. Fortunately, for our systéh) be-
cause of the uni-directionally coupled map lattices
scheme, these difficulties can be alleviated, as previous
work demonstrated that fast and robust synchroniza-
tion can be achieved when the coupling strength ex-
ceeds a reasonable amo(81)]. For instance, we have
found in our simulation that for two systems given by
Eq. (1), one acting as a transmitter and another as a
receiver, the synchronization time is typically within

terference becomes large as the number of users isor 1)is generated according to the recursive formalas c1a;_1 +

increasedFig. 4(a) shows, fotV = 2’ — 1 andm = 60
in Eqg. (1), the bit error rate as a function of the num-
ber (U) of users. For comparison, we plot the same

€2aj_p + -+ + cnaj—p = Y_j_q ckaj—; mod (2), where all terms

are binary (0 or 1). The sequence so generated is pseudo-random
in the sense that the period (or length) of the sequencé is 2.
Them-sequence codes, while convati¢o generate, are not secure

relation but for the classical Gold sequences gener- pecayse they are linear. In additithe crosscorrelation between in-

ated using a 25-stage linearifsmegister generators.

1 A Gold code is constructed using two maximum-length se-
guencesfi-sequences). Briefly, an-sequence can be generated by

dependently generated-sequences typically has large values and,
hence, they are not usable in a multi-user environment. To over-
come these difficulties, the Gold codes are used, which are product
codes achieved by the exclusive or-ring with modulo-2 adding of
two m-sequences. The code sequences are added bit by bit by syn-

using a simple linear shift register generator that has all the feedback chronous clocking. In generad, large number of Gold codes with

signals returned to a single input of a shift register, or a delay line.
Given a set of feedback connection coefficiefits, . . ., ¢, ), where
¢; is chosen to be either 0 (open) or 1 (connect), the sequen

the same length and with controlled cros-scorrelation can be gener-
ated. For mathematical details mfsequences and Gold codes, see
Ref.[22].
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Fig. 4. For Eqs(1) and (2)with © =10,v =6, andN = 27 -1, (a) bit error rate versus the user number in a multi-user and noiseless
environment, and (b) bit error rate versus the signal-to-noise ratio in a multi-user and noisy environment. Also shown in both panels are the
corresponding plots fronhe classical Gold code.

150 iterations fore = 0.95 andm = 60. To transmit initial conditions or parameters will generate new
the driving signal for synchronization, the spreading sequences. Since both the initial conditions and the pa-
method can again be used. For instance, from the lastrameters are real values and can be chosen randomly in
map site in the transmitter system one can obtain a certain ranges, theoretically there are an infinite num-
binary sequence&k ™ (n), as in Eqg.(2). This binary ber of sequences that can be generated. Furthermore,
sequence can be transmitted as information bits by for each system there are a totakhofjyenerators work-
some standard spreading method such as one utilizinging in parallel, and this can greatly improve the code
the Gold code. The binary sequance can be convertedgenerating speed. We also find thatthe number of
into a continuous signal at the receiver, and then be bits in a code, has little influence on the properties and
used to synchronize the receiver system. Once syn-performance of the codes. It is thus possible to gener-
chronization between the transmitter and the receiver ate a large number of codes at fast speed.
is established, spread-spectrum communication using A shortcoming of the chd@ communication scheme
chaotic codes can then be recovered. proposed in this Letter is that the transmitter and the
In comparison with classical codes, chaotic codes receiver must be highly syhconizable, which stipu-
not only have comparable performance in dealing with lates that the two systems be nearly identical. While
multi-user interference and noise disturbance, but also synchronization time can be shortened by using more
have some special properties superior to the former. significant digits rather thathe least significant ones
Firstly, classical codes generated by linear shift reg- in generating the driving signal, the security of the
ister generators are easily decipherable once a shortcommunication may be compromised. In practice,
sequential set of bits (2+ 1 with n being the num-  there is then a tradeoff between the synchronization
ber of generator stages) from the sequence is known.speed and the degree of security. In this regard, im-
In contrast, security of the modified spatiotemporal provements based on model selection and coupling
chaotic model, Eqq1) and (2) has been identified to  schemes may hel26].
be extremely high, even higher than the newissued ad-  In conclusion, we have proposed a code generation
vanced encryption standafil5,16,20,27] Secondly, scheme based on spatiotemporal chaos in a coupled-
for anm-stage linear shift register generator, the num- map lattice system, and demonstrated the potential to
ber of maximum length sequences is givenh™” — use the codes for baseband spread-spectrum commu-
1)/m, whereys is the Euler’s totient function, and for  nication. The random nature and the properties of the
each preferred pain-sequences, the total number of codes interms of spread-spectrum communication cri-
the Gold sequences is only'2- 1 [22]. In constrast, teria are analyzed. In addition to being able to match
for the coupled map systeifl), any change of the = some commonly used classical codes in several key
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properties, our chaotic codes can be more secure and11] C. Zhou, C.-H. Lai, Phys. Rev. E 60 (1999) 320.
be generated at high Speed in large numbers. Thesd12] F. Dachselt, W. Schwarz, IEERans. Circuits Systems | Fund.

results suggest that chaotic codes can be practically
useful for digital spread-spectrum communication.
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