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Scale-Free Networks: Absence of Epidemic
Threshold
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Epidemic Spreading in Scale-Free Networks
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The Internet has a very complex connectivity recently modeled by the class of scale-free networks.
This feature, which appears to be very efficient for a communications network, favors at the same time the
spreading of computer viruses. We analyze real data from computer virus infections and find the average
lifetime and persistence of viral strains on the Internet. We define a dynamical model for the spreading
of infections on scale-free networks, finding the absence of an epidemic threshold and its associated
critical behavior. This new epidemiological framework rationalizes data of computer viruses and could
help in the understanding of other spreading phenomena on communication and social networks.

SIS model for computer virus
Susceptible-Infected-Susceptible

A - probability for a susceptible node to be infected
Outbreak: A > A,
A. - epidemic threshold
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FIG. 1. Surviving probability for viruses in the wild. The 814
different viruses analyzed have been grouped in three main
strains [9]: file viruses infect a computer when running an infect-
ed application; boot viruses also spread via infected applications,
but copy themselves into the boot sector of the hard drive and
are thus immune to a computer reboot; macroviruses infect data
files and are thus platform independent. The presence of an ex-
ponential decay is evident in the plot, with characteristic time 7.

Epidemic Threshold ~ Inverse of Second Moment

Prevalent existence of
virus — very long
lifetime

This shouldn’t be the
case due to the
widespread use of
antivirus software,
which reduces the
spreading rate to near
zero values
Resolution: epidemic
threshold =0

Mean-field theory predicts:
A, ~ 1/<k>>



